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This Presentation

• Going to consider issues relating to online child sexual 
exploitation.

• Suggest that the term is a bit of a misnomer.

• Some of the problems that are caused by cybercrime.

• Identify some solutions and approaches.



Cybercrime

• What is cybercrime?

• Would seem obviously linked to computers...

What is a
computer?



Cyberspace

• What is cyberspace?

• It is all to do with the Internet.

• This has changed…



Cyberspace

• Is it just computers?



Internet of Things

Cybersecurity?



Cyberspace

• We now live in a conjoined environment.

• We (and certainly teenagers) do not differentiate between 
‘online’ and ‘offline’.

– May seem a minor linguistical thing but it’s not.

• Raises interesting issues.

• Best way of confusing a teenager is ask if they’re “online”.



Offline Crimes



Cybercrime

• All crimes probably have a cyber element to them.

• Even if they are not cybercrimes, then it is highly likely that at 
least part of the investigation will have a cyber element to it.

– Changes the way that we need to think about cybercrime.

– Changes the way that we need to think about who needs to know 
about cybercrime and technologies.



Sources of Digital Evidence

• Hidden devices.



Cybercrime

• Some studies define cybercrime by focusing on the offender:

– Hackers and phreaks.

– Information merchants and mercenaries.

– Terrorists, extremists and deviants.



Cybercrime

Traditionally thought to encompass three types:

1. Traditional criminal activities that are expanded or enhanced
by the Internet.

2. Traditional criminal activities that are generalised and 
‘radicalised’ by the Internet.

3. Criminal activities that are created by the Internet.



Cybercrime

• Cybercrime has particular characteristics:

– Scale.

– Accessibility.

– Anonymity.

– Portability and Transferability.

– Global Reach.



Child Sexual Exploitation

Child
Prostitution

Child
Pornography

Child
Solicitation

EU Directive 2011/92/EU on combating the sexual abuse and sexual 
exploitation of children and child pornography and replacing Council 
Framework Decision 2004/68/JHA.

A.4 A.5 A.6



Child Prostitution

• The Internet and communication technologies provide new 
opportunities for child prostitution & child trafficking.

• Prostitution has now moved online and it can include the 
streaming of videos of abuse.

– This should not be considered the equivalent of child 
pornography.

– The “consumers” are much more proximate to the abuse.

– Lanzarote Convention is broader than EU Directive.

• Law should tackle those who pay.



Child Pornography

• The term ‘child pornography’ is not liked by all.

– To some it minimises the nature of the material by conflating 
‘pornography’ with children.

– Particularly true in the UK and many EU countries.

– Luxembourg guidelines:

• Suggests ‘child sexual abuse material’ or ‘child sexual exploitation 
material’.

• However, recognises that ‘child pornography’ remains a key part of 
international legal instruments.

– Question mark over whether we can agree what it is let alone 
what to call it…



Child Pornography

• Key international instruments:

– Optional Protocol to the CRC on the sale of children, child 
prostitution and child pornography (OPSC).

– Council of Europe Convention on Cybercrime (‘Budapest 
Convention’).

– Council of Europe Convention on the Protection against Sexual 
Abuse (‘Lanzarote Convention’).

– EU Directive 2011/92/EU.



What is Child Pornography?

Age of 
Child

Type of
Material

Nature
of

Material



Child

Age of 
Majority?

Age of
Consent?

Children who send 
material to each other?

OPSC CoE-SE CoE-Cy EU Dir

Age of child 18 18 18* 18

‘Dress down’  / / /



Type of Material

Photographs C.G.I.

Cartoons
(Manga)Text

Sound

Photo Sound Text CGI

OPSC  * * ?

CoE-Cy    

CoE-SE    

EU Directive    



Virtual Child Pornography

• Technology means our understanding of what ‘a child’ is may 
change.



Virtual Child Pornography

• Should virtual child pornography be criminalised?

– Heavily contested issue.

– Some believe that the effects of VCP are the same as ‘real’ CP but 
little evidence to substantiate this.

– Others argue that VCP can be used to groom children for future 
abuse.

• Whilst true, does that justify the criminalisation of VCP or the use of 
VCP to groom children?

– Some argue it is about freedom of expression.

• What about those who are identifiable? Does that impact their 
rights?



Virtual Child Pornography

• EU Directive:

– any material that visually depicts any person appearing to be a 
child engaged in real or simulated sexually explicit conduct or any 
depiction of the sexual organs of any person appearing to be a 
child, for primarily sexual purposes; or

– realistic images of a child engaged in sexually explicit conduct or 
realistic images of the sexual organs of a child, for primarily sexual 
purposes.

Realistic?
No requirement 

that it a real child

Harm or Morality?



Nature of Child Pornography

• What is it about child pornography that makes it child 
pornography?

Obscene? Sexualised?

Lascivious?



Nature of Child Pornography

Instrument Nature

OPSC Child engaged in real or simulated explicit sexual activities or 
any representation of the sexual parts of a child for primarily 
sexual purposes.

CoE-Cy A minor engaged in sexually explicit conduct.

CoE-SE A child engaged in real or simulated sexually explicit conduct 
or any depiction of a child’s sexual organs for primarily sexual 
purposes.

EU Directive A child engaged in real or simulated sexually explicit conduct 
or any depiction of a child’s sexual organs for primarily sexual 
purposes.



Offences

• Important that all parts of the production chain are prohibited:

– Making.

– Distribution.

– Possession.

– Accessing.

• Virtual Child Pornography?



Solicitation of a Child

• The third (common) form of (online) child sexual exploitation is 
child solicitation.

• Originally most concern was on those who solicited a child to 
meet with them (offline) and to sexually assault them.

• Now consideration must be given to solicitation for those who 
exploit only online.

– Does not always fall under child pornography laws.

– Even if does fall under child pornography laws, is that the most 
appropriate?



Child Sexual Exploitation

• What is the biggest obstacle to the tackling of online child 
sexual exploitation?



Child Sexual Exploitation



Jurisdiction

Prescribing
Offences

Gathering 
Evidence



Jurisdiction

• The Internet is a global network that spans the world.

• Data is as easily accessible in country X as it is in country Y.

• That means crime can as easily happen in country X as in 
country Y.

D, an adult in Estonia, talks to V, a 14-year-old girl in 
Germany. D persuades V to strip naked and to 

masturbate in front of a webcam.

Where does the crime take place?



Jurisdiction

• States can assert jurisdiction however they 
wish.

– Key is the enforcement of jurisdiction (see The 
Lotus Case (1927)).

– Without enforcement it is unlikely that a state will 
manage to secure the suspect.

• Although even then this is not guaranteed: some states 
refuse to extradite their own citizens.



Jurisdiction

• Commonly thought that there are two key bases for 
jurisdiction:

Territorial Jurisdiction. This is based upon the fact that an act takes 
place within the territorial limits of a sovereign nation.

Extraterritorial Jurisdiction. This is where a state exercises control 
over its own citizens (and sometimes, its residents) for actions that 
take place outside of its borders.

Where is the Internet…?



Jurisdiction

• Article 17, EU Directive requires Member States to ‘take 
necessary measures’ to establish jurisdiction where:

– the offence is committed in whole or in part within their territory; 
or

– where the offender is one of their nationals.

• Permits jurisdiction to be claimed against those who are 
resident or habitually resident in its territory.

• It also expressly requires member states to ensure jurisdiction 
where an offence is ‘committed by means of information and 
communication technology accessed from their territory’.

In our earlier example, both Estonia and 
Germany would be able to claim 

jurisdiction.

Who goes first?



Jurisdiction

• Jurisdiction and (ordinarily) extradition usually require dual-
criminality.

– That it is an offence in the state where the act took place, and the 
state that wishes to prosecute.

– Can be extremely problematic for child sexual exploitation.

• Instruments relating to the sexual abuse of exploitation (eg EU 
Directive and Lanzarote Convention) require that dual 
criminality is waived.

• Lots of states claiming jurisdiction causes potential conflicts 
however.

For content crimes, 
which country decides 

the base-line?



Jurisdiction



Jurisdiction

• Some believe we should create a fourth ‘international 
space’ – cyberspace.

• Proponents believe that the territorial principle creates 
confusion as too many countries can claim jurisdiction.
– Differing national laws also arguably mean there is a 

necessity to comply with each country.

• Theoretically there is much to welcome.

• Stands next to no chance of ever being implemented 
though.
– Requires individual countries to surrender Sovereignty.



Jurisdiction

• Jurisdiction is not only about prescribing the offence.

• It can also apply to investigation.

• In our example, let us assume that Estonia has secured custody 
of the offender.

• Much of the evidence is likely to be in Germany.

• Can Estonian police ask for the evidence in Germany?



Jurisdiction

• Most instruments will include provision for mutual legal 
assistance.

• Easier when alliances are formed (Interpol, Europol, Virtual 
Global TaskForce etc) but legislation is often required.

• What happens where you don’t know where the evidence is…?



The Cloud

Where is the cloud?



The Cloud

Where is google based…?



The Cloud

• California.

• and…



The Cloud

• The future…?

So how do you get the evidence if you don’t know
where it is?



Conclusions

• Information & Communication technologies did not create child 
abuse or child sexual exploitation.

• ICT does make it easier to facilitate many forms of child sexual 
exploitation.

– Child pornography production, dissemination and possession has 
risen exponentially as a result of digital and IC technologies.

• Technology also brings with it potential solutions.

– Using hash values and facial recognition to search for victims.

– Using technology to preclude access to known images.



Conclusions

• States must ensure that their laws are appropriate for the 
digital age.

• More than this, states must ensure that they understand how 
technology can be used to facilitate exploitative behaviour.

• Effective training is essential for all law enforcement personnel. 
Cybercrime and online child sexual exploitation is now a 
frontline issue.

– A lack of understanding can lead to the loss of evidence.

• States need to co-operate more effectively with each other on 
the securing, gathering and disclosure of evidence.

• We need to work out what the role of corporates are, 
recognising their different status.



Conclusions

• The end conclusion is the same as for all other forms of child 
sexual exploitation.

It will only be solved if we all work together. 

An individual cannot prevent child sexual exploitation. 

Working Together is at the heart of prevention.

This is even more true in a connected world.
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